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Abstract—As more and more data centers embrace end host
virtualization and virtual machine (VM) mobility becomes com-
monplace, we explore its implications on data center networks.
Live VM migrations are considered expensive operations because
of the additional network traffic they generate, which can impact
the network performance of other applications in the network,
and because of the downtime that applications running on
a migrating VM may experience. Most virtualization vendors
currently recommend a separate network for VM mobility.
However, setting up an alternate network just for VM migrations
can be extremely costly and thus presents a barrier to seamless
VM mobility. Therefore, it is apparent that VM migrations should
be orchestrated in a network-aware manner with appropriate
QoS controls such that they do not degrade network performance
of other flows in the network while still being allocated the
bandwidth they require for successful completion within the
specified time lines.

In this context, we present VMPatrol - a QoS framework for
VM migrations. VMPatrol uses a cost of migration model to
allocate a minimal bandwidth for a migration flow such that it
completes within the specified time limit while causing minimal
interference to other flows in the network. Our implementation
and experimental evaluation of VMPatrol on real and virtual
software testbeds demonstrates that automated bandwidth reser-
vation can reduce the impact of migrations on other flows in the
network to a negligible level.

Keywords-network aware VM migration; VM migration traffic
modeling; automated QoS for VM migrations; virtualization

I. INTRODUCTION

As more and more data centers embrace end host virtu-
alization and virtual machine (VM) mobility becomes com-
monplace, it is important to explore its implications on data
center networks. VM migration is known to be an expensive
operation because of the additional network traffic generated
during a migration, which can impact the network performance
of other applications in the network, and because of the
downtime that applications running on a migrating VM may
experience. Most virtualization vendors currently recommend
a separate network for VM mobility [1], [2]. However,
setting up an alternate network just for VM migrations can be
extremely costly and thus presents a barrier to seamless VM
mobility. Therefore, it is apparent that VM migrations should
be orchestrated in a network-aware manner with appropriate
QoS controls such that they do not degrade network perfor-
mance of other flows in the network while still being allocated
the bandwidth they require for successful completion within
the specified time lines. We further argue that with appropriate
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QoS controls, network-aware VM migrations can be a useful
tool to decongest network hot spots.

Recent versions of hypervisors and virtual switches [3], [4]
provide a static rate control mechanism for migration traffic
at the end hosts based on user specified rates. These solutions
suffer from two main drawbacks. First, it is difficult for a
user to specify a rate for migration traffic without knowing
the behavior of all the applications that might run on given
VM. An easier option for a user is to specify the time by
which a particular migration should always finish, regardless
of the nature of the applications running on a VM. Second,
rate control mechanisms on end hosts can only throttle a VM
migration flow. In the absence of an end-to-end QoS policy
that is enforced on all network elements on the migration
path, it is still possible that a VM migration flow may not
get the the bandwidth it requires to finish within a given time
because of competing flows in the network. However, host
based rate limiting solutions along with frameworks that allow
a single QoS policy to be effectively applied on all switches
across the network [5], [6] together provide the tools required
to provide dynamic and automated QoS for VM migrations.
An automated and dynamic QoS framework should take into
consideration application behavior and ensure that migrations
do not degrade network performance of competing flows,
while allocating them sufficient bandwidth to finish within the
specified time line.

In this context, we present the design and implementation
of VMPatrol - a QoS framework for VM migrations. To the
best of our knowledge, VMPatrol is the first system to provide
dynamic and automated QoS for VM migrations. VMPatrol
exploits a cost of migration model to predict link bandwidths
required to migrate a given VM such that migration finishes
within the specified time line. VMPatrol configures a minimal
bandwidth on a network path (a set of virtual and real
switches) for a given VM migration flow based on a cost of
migration model and then orchestrates a VM migration on that
path. VMPatrol ensures that the migration completes within
the specified time limit while causing minimal interference to
other flows in the network. Our experimental evaluation of
VMPatrol demonstrates that automated bandwidth reservation
for VM migration can reduce the impact of migrations on
other flows in the network to a negligible level, while ensuring
that the VM migrations finish within the specified time limit.
In the absence of automated bandwidth reservation for VM
migration, these flows faced up to 20% degradation in average
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bandwidth and latency and a 60-70% increase in variance
during a migration.

The rest of this paper is organized as follows. Section II
describes the design and architecture of VMPatrol. We provide
an experimental evaluation of VMPatrol in Section III. An
overview of related research is presented in Section IV.
Finally, we conclude the paper in Section V.

II. METHODOLOGY AND ARCHITECTURE

In this section we present the methodology and architecture
of VMPatrol.

A. Methodology

VMPatrol builds on a cost of migration model that we
proposed in [7]. VMware vMotion and KVM live migration
both use pre-copy live migration technique. The following
Theorem (taken from [7]) gives the equations for the number
of pre-copy cycles, and for the total traffic generated during a
migration, under the assumption that the following parameters
are given constants: the memory size M of a VM in MB, the
page dirty rate R of a VM in MB/s, and the bandwidth of
the link used for migration L in MB/s. T is the user specified
switchover goal time (equal to length of stop copy phase) and
X is the user specified minimum required progress amount (in
terms of reduction in memory being transferred in successive
pre-copy iterations in MBs).

Theorem 2.1: The number of pre-copy cycles n =

min GlogR/L %-‘ , [logR/L % , and the total traffic

generated by the migration N = M - %
We also note that the total migration time is:

N/L. ()

and the time W (L) spent on the stop-copy transfer (which
is equal to the downtime experienced by an application) for a
given migration bandwidth L, is given by:

WL =75 (£)'. @

We have validated the above model for VMWare hypervisor
on a virtual testbed [7] and for KVM on a real hardware
testbed (graphs omitted due to lack of space).

Figure 1(a) shows the predicted migration times for a VM
with size 1 GB for different page dirty rates using equation 1
above. These page dirty rates correspond to typical workloads
such as OLTP database benchmarks (3000 pages/second) and
Quake 3 server (500 pages/second) as reported in [8]. As-
suming a migration deadline of 330 seconds, the minimum
bandwidth required is shown for different page dirty rates.

B. Architecture

VMPatrol architecture is shown in Figure 1(b). VMPatrol
has been implemented in Python as a NOX [9] module as well
in Java as a FloodLight module, both of which are popular
OpenFlow controllers. VMPatrol has two main components:
VM Memory Monitor, and QoS Controller.

VM Memory Monitor: VM Memory Monitor fetches the
memory size and the current average page dirty rate for each
VM. The settings for memory size are usually exposed by
the virtualization manager. We use VMware ESX hypervisor
and KVM as our virtualization platforms. VMware ESX
hypervisor has a remote command line interface (RCLI) [10],
that has commands to fetch memory size and also to initiate
a migration. However, it does not expose a direct metric
to measure page dirty rate. We currently rely on VMware
ESX logs to find out page dirty rates. KVM provides a dirty
page log facility, which provides user space with a bitmap of
modified pages since the last call.

QoS Controller: QoS controller creates two queues on each
port on all the switches in the network at startup. The first
queue is a “default” queue and the second queue is a dedicated
queue for migration traffic (the “migration” queue). By default,
all traffic goes through the default queue. When a migration
flow is detected, VMPatrol calculates the minimum bandwidth
required for migrating a given VM (with a given memory size
and page dirty rate) within a specified time line on a given
path with a given total available bandwidth, as per the cost
of migration model in section II-A. The path for migration is
determined in a way such that the total available bandwidth of
the path is higher than the minimum bandwidth required for
the migration to finish within the deadline. VMPatrol then sets
the bandwidth (min and max rates) of the “migration” queue
to the calculated minimal value. It also installs an OpenFlow
rule to “Enqueue” (using action OFPAT_ENQUEUE in Open-
Flow 1.0) all migration traffic (identified by the specific port
numbers that are used for migration between the source and
destination end hosts) to the “migration” queue. This rule can
also be installed at startup on all switches by specifying only
the port numbers.

Creation of the queues is not part of the current OpenFlow
protocol. A separate OF config protocol has been proposed
for creation and configuration of these queues. Currently,
VMPatrol creates these queues and configures them through
out-of-band scripting commands.



III. EXPERIMENTAL EVALUATION

In this section, we evaluate the benefits of applying QoS in
the form of bandwidth reservation for VM migration flows in
presence of other flows. We use our cost of migration model to
set the appropriate bandwidth for migrating a given VM (with
a given VM size and a page dirty rate) such that it finishes
within the specified time limit. Since these experiments require
multiple hosts and switches, we conducted them in a virtual
software testbed shown in Figure 1(c).

VM Workloads: On the migrating VM (with size 1024 MB)
on host H1, we ran two workloads. First, we ran a page modifi-
cation microbenchmark [7] at a given constant page dirty rate.
Next, we deployed a 3 tier J2EE benchmark application called
“RUBIiS” [11]. RUBIS is an auction site prototype modeled
after eBay.com that is used to evaluate application servers
performance scalability. It has a 3 tier architecture with a client
driver, an application server (we used JONAS), and a database
(we used MySQL). RUBIS defines 26 interactions that can
be performed such as browsing items by category or region,
bidding, buying or selling items, leaving comments on other
users and consulting ones own user page (known as myEbay
on eBay). We used the bidding mix workload for our runs
that includes 15% read-write interactions, while the rest are
read-only browse interactions.

Topology Used: We created a small topology of 8 hosts, and 7
switches arranged in 3 layers inside the Mininet emulator [12]
with multiple OpenFlow software switches running inside a
VM. Simulated hosts (as well as OpenFlow switches) are
created as processes in separate network namespaces inside the
Mininet VM. Connectivity between hosts and switches, and
between switches is obtained using virtual interfaces and each
host, switch and the controller has a virtual interface (half of a
“veth” pair). We connect two real hosts (in this case, the virtual
ESX hosts) on two interfaces of the Mininet VM such that they
are connected to the data center network created inside the
Mininet VM. Out of the 8 hosts, 6 hosts are created inside the
Mininet data center network (as processes that communicate
over virtual ethernet links in their own network namespaces)
and 2 hosts are external virtual ESX hosts with VMs that
can be migrated over the shared data center network of 7
OpenFlow switches. In order to evaluate the effect of this VM
migration on other flows in the network, we ran two other
flows - TCP Iperf (bandwidth sensitive) and a ping (latency
sensitive). The overall network topology implemented on our
virtual testbed is shown in Figure 1(c). In all the experiments,
a VM on host H1 is migrated from virtual ESX1 to virtual
ESX2.

Constant page dirty rate experiment: We executed the page
modification microbenchmark [7] at a constant page dirty rate
of 50 pages per second on a VM on host H1 and migrated it
from virtual ESX1 to virtual ESX2. In order to evaluate the
effect of this migration on an Iperf flow and a ping flow in
the network (refer Figure 1(c)), we performed this experiment
twice - once without any QoS and second time after reserving a
bandwidth of 27 Mbps (lower than what it would have got with
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Fig. 2. Benefits of using QoS for VM migration at constant page dirty
rate: Without QoS, Iperf throughput and ping latency (competing flows in the
network) show a degradation of close to 20% in average performance and
55-65% in standard deviation during VM migration.

no QoS but sufficient to meet the migration deadline of 330
seconds at 50 pages/second dirty rate). The results are shown
in Figure 2(a) for Iperf flow and in Figure 2(b) for ping.
Without QoS, Iperf throughput and ping latency (competing
flows in the network) show a performance degradation of close
to 20% in average and 55-65% in standard deviation. With
QoS (bandwidth reservation of 27 Mbps for VM migration)
Iperf throughput and ping latency shows almost negligible
degradation.

Variable page dirty rate experiment: Next, we executed
a real benchmark application - RUBiS on the migrating VM
on host H1 instead of the page modification benchmark at a
constant page dirty rate. This VM was migrated from virtual
ESX1 to virtual ESX2 as in the previous experiment, while
rest of the network had an Iperf flow and a ping flow as
shown in Figure 1(c). Since we do not have any explicit
control over the page dirty rate behavior of RUBiS, we first
had to monitor its page dirty rate at various loads, and use
the observed average page dirty rate. We used 25 concurrent
clients in RUBIiS and the observed average page dirty rate for
this load was around 400 pages/second, while the maximum
rate was around 800 pages/second. We reserved a bandwidth
of 50 Mbps as per maximum observed page dirty rate so that
migration finishes within 330 seconds. Reserving bandwidth
as per average page dirty rate resulted in VMware ESX
hypervisor detecting lack of enough progress in “vMotion”,
since the page dirty rate can show a lot of variation for a
real application. The results are shown in Figure 2(a) for
Iperf flow and in Figure 2(b) for ping. With QoS (bandwidth
reservation of 50 Mbps for VM migration) Iperf throughput
and ping latency (competing flows in the network) show 20-
27% less degradation in average performance and 40-60% less
degradation in standard deviation. The VM migration time
increased from 133 seconds to 194 seconds (45% increase).
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Fig. 3. Benefits of using QoS for VM migration at variable page dirty
rate (RUBiS): With QoS, Iperf throughput and ping latency (competing flows
in the network) show 20-27% less degradation in average performance and
40-60% less degradation in standard deviation during RUBiS VM migration.

Note that, the migration time with QoS was 194 seconds
(much lower than the specified deadline time limit of 330
seconds) which indicates the effective page dirty rate was
around 250 pages/second.

The effect of reducing the link bandwidth for VM migration
on the application running on the migrating VM (RUBIS
AppServer) is shown in Figure 4(a) and Figure 4(b).
Both throughput and latency remain largely unchanged. This
illustrates that even though the migration time for the VM
increased by 45%, it did not degrade the actual application
performance on the migrating VM (at the loads we evaluated),
while the interference to other flows (Iperf and ping) in the
network was reduced as discussed above. Note that RUBiS
latency reduces after the migration since the AppServer VM
is migrated in a network-aware manner closer to the RUBiS
DB VM and the RUBIS client and it no longer has any traffic
on the bottleneck link (refer Figure 1(c)).

IV. BACKGROUND AND RELATED WORK

A number of recent efforts [13] [14] [15] implement a QoS
framework in which all flows are given some guarantees based
on application specified SLA. In a real data center network,
we envision that VMPatrol QoS controller will work with such
existing techniques to provide QoS for all flows.

Kim et al. [13] propose a QoS framework that utilizes the
global view of the network provided by OpenFlow, and present
a technique to set low level QoS knobs based on high level
descriptions of application requirements. Curtis et al. [14]
describe a hybrid approach for traffic management in data
centers where large flows (or elephant flows) are detected at
the end hosts and the network controller is informed, which
in turn finds the least congested path for such heavy flows
using an increasing first fit algorithm. In a related work, the
“Seawall” system presented by Shieh et al. in [16] provides
a mechanism for data center network to apportion bandwidth
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Fig. 4. Application performance on the migrating VM (RUBiS AppServer
VM): As bandwidth provisioned for migration is reduced, it does not degrade
the actual application performance on the migrating VM, even though the
migration time for the VM increases by 45%.

across various entities. Rajanna et al. [17] describe a system
called XCo, where a central controller detects bottleneck links
in the network and explicitly issues transmission directives to
the end hosts to temporally separate transmissions competing
for those bottleneck links. Civanlar et al. [15] describe an ar-
chitecture to support QoS flows in an OpenFlow environment,
where the controller receives a QoS contract from the sender
(streaming server in their example), configures the forwarders
for the QoS flow, monitors the network for an appropriate
level of QoS performance, and initiates a switchover to an
alternate route under congestion or network failure. In an
earlier work, TCP Nice [18] was proposed as a mechanism
to allow background TCP flows. A VM migration can not be
considered a background flow (as proposed in TCP Nice) since
it usually has an expected deadline and desired downtime.

V. CONCLUSION

In this paper, we presented the design and implementation
of VMPatrol - a QoS framework for VM migrations. VMPatrol
builds on a cost of VM migration model that is used to allocate
a minimal bandwidth for a migration flow such that it com-
pletes within the specified time limit while causing minimal
interference to other flows in the network. VMPatrol has been
implemented in an OpenFlow based system for network-aware
steady state VM management. Our experimental evaluation
demonstrated that automated bandwidth reservation can reduce
the impact of migrations on other flows in the network to a
negligible level.

As part of ongoing and future work, we are working on
extending VMPatrol’s analytical model to work in presence of
variable link bandwidths and variable page dirty rates. We also
plan to work on extending the cost model to other hypervisors
such as Xen and Hyper-V.
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